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How to manage natural risks in mountain areas in a context
of imperfect information? New frameworks and paradigms
for expert assessments and decision-making

Jean-Marc Tacnet - Jean Dezert - Corinne Curt -
Mireille Batton-Hubert < Eric Chojnacki

Abstract In mountain areas, natural phenomena such as
snow avalanches, debris flows and rock-falls, put people
and objects at risk with sometimes dramatic consequences.
Risk is classically considered as a combination of hazard,
the combination of the intensity and frequency of the
phenomenon, and vulnerability which corresponds to the
consequences of the phenomenon on exposed people and
material assets. Risk management consists in identifying
the risk level as well as choosing the best strategies for risk
prevention, i.e. mitigation. In the context of natural phe-
nomena in mountainous areas, technical and scientific
knowledge is often lacking. Risk management decisions
are therefore based on imperfect information. This infor-
mation comes from more or less reliable sources ranging
from historical data, expert assessments, numerical simu-
lations etc. Finally, risk management decisions are the
result of complex knowledge management and reasoning
processes. Tracing the information and propagating infor-
mation quality from data acquisition to decisions are
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therefore important steps in the decision-making process.
In this paper, a global integrated framework is proposed to
improve the risk management process in a context of
information imperfection provided by more or less reliable
sources. It includes uncertainty as well as imprecision,
inconsistency and incompleteness. It is original in the
methods used and their association: sequential decision
context description, development of specific decision-
making methods, imperfection propagation in numerical
modelling and information fusion. This framework not
only assists in decision-making but also traces the process
and evaluates the impact of information quality on deci-
sion-making.

Keywords Natural hazards - Mountains - Risk
management - Expert assessment - Decision-making -
Information imperfection - Uncertainty

1 Introduction

Natural phenomena in mountainous areas put people and
assets at risk (e.g. Fig. 1). Risk is classically assessed as a
combination of hazard and vulnerability in the natural hazard
context (Eq. 1). Hazard relates to the intensity and frequency
of phenomena, whereas vulnerability concerns damages and
values assessment (of elements at risk w) and can be seen as a
combination of exposure and potential losses.

Risk = Z Hazard

® Vulnerability (1)
———
w Frequency®Intensity

Damage® Value

However, in practice, the basic risk equation must detail
its components (Eq. 2) to consider both the different effects
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Fig. 1 Mountain risk management-related decision contexts

of a phenomenon (e.g. a torrent flood can induce several
different types of damages due to impact on structures,
scouring of foundations, submersion ) and also the period
of exposure to risk (e.g. this period is different in a factory,
a house, on a road).

Losses

Risk = Hazard ®  Damage ®Value
S—— ———
w Type of phenomenon  Reachability
®Type of effect ®Vulnerability
®Frequency
®Intensity
2)

where (for a given phenomenon)
w = whole sets of elements at risk (3)
Reachability2Exposure & Presence (4)
Vulnerability = Potential of loss (3)
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Risk prevention strategies are often based on structural
measures such as protection works . It is therefore appro-
priate to also analyse and use industrial approaches dedi-
cated to technological system failure analysis (see
Sect. 3.6). In industrial contexts (Mortureux 2001), risk
combines frequency and severity, but it can be seen here
that the components of the equation are equivalent in these
two contexts (Eq. 6).

Risk = Z Frequency ® (6)

w

Severity
~——

Intensity®@Damages® Value

The dependability analysis context (Zwingelstein 1995) is
used to analyse technological systems such as protection
works failures. It introduces the concept of detectability:
the criticality (instead of risk) of a system failure is
assessed according to its frequency, severity as well as the
possibility of early detection (Eq. 7).

Risk = Z(Frequency ® Severity @ Detectability)
w

(7)

Risk reduction measures and strategies (Fig. 2) can be
suggested: mitigation actions are based on non-structural



Fig. 2 Structural and non-
structural risk reduction

measures
transport)

Risk assessment (damage, value)

Risk reduct:on

Mountain river floods
(debris flows, bedload

| Risk zoning maps |
Py

Hazard

"Active" structural measures®

(fntensi{y:__frequency) New building
(%) forbidden area
‘hi'ulneralbll;tyr Restricted
building area
Nonstructural Building
allowed area~
measures .
— Risk level 7=
Structural Low W High
meagu res "Passive" structural measures™

Torrent checkdams

e torrent, Modane SEVCNE [J.- M

Tacnet - rstea)

measures such as land-use control through risk zoning
maps (MATE and METL 1997), preventive information
and structural measures such as civil engineering protec-
tion works (checkdams, snow nets ). Risk managers, local
authorities and infrastructure managers therefore must
choose to implement a combination of these structural and
non-structural measures (Fig. 1).

Making the best decision in the event of rapid mass
movements in mountain areas encounters problems in the
assessment and management process because of the lack of
information and knowledge on natural phenomena and the
heterogeneity and reliability of the information sources
available (historical data, field measurements and expert
assessments). Decisions are therefore often based on
imperfect information (uncertain, imprecise, incomplete,
conflicting) provided by multiple and heterogeneous sour-
ces (numerical models, expert assessments, Geographic
Information Systems (G.I.S) or historical databases etc.).

For example, in the context of risk zoning and mapping,
the goal was to determine zones where buildings are either
allowed, restricted or forbidden. The snow avalanche risk
level assessment requires using several types of informa-
tion, including phenomenon triggering, propagation factors
that are sometimes difficult to assess precisely and pro-
vided by more or less reliable sources (Tacnet et al. 2010b).

One major goal today is therefore to assist decision-
making, while considering the availability, quality and
reliability of information content and sources. Traceability
and transparency of the expertise process are the core
objectives of our approach. This paper focuses on the
principles of an integrated risk management methodology

Debris deposition dam
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considering and propagating all types of information
imperfection in the reasoning process. Due to space
restrictions, it does not detail the numerous methods used
and specifically designed to help solve the problem.
Therefore, we emphasise how the real-case context and
modelling the problem are related and the problems
encountered for each of the different methods presented.
This paper is organised as follows. The introduction com-
prises this first section followed by Sect. 2 which reviews
the principles and concepts of natural risks management in
mountain areas. It explains the overall needs for trace-
ability and describes the nature and reality of information
imperfection. Section 3 sketches the integrated methodol-
ogy implemented to identify the decision contexts, to
consider information imperfection in multi-criteria deci-
sion-making methods, to propagate uncertainty in numer-
ical modelling and to capitalise all these techniques and
approaches in information systems. Section 4 is a discus-
sion and conclusion describing the main inputs of the
methodology and perspectives.

2 Background and needs in expert assessments

2.1 Needs for decision-aiding methods and traceability
for natural risk management processes in mountain
areas

Risk management is a complex decision process related to
several temporal steps (crisis management, recovery, pre-
vention and preparation) (Fig.3) and to different
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geographical areas (triggering, propagation and stopping
zones) (Fig. 4). Decisions often result from a combination
of several expert assessments with possibly contradicting
or conflicting positions (Woo 1999; Tacnet 2009).

During all these periods, experts are involved in hazard,
vulnerability and risk assessment. The same expert may
contribute to various types of expert assessments depend-
ing on the temporal step of the risk management process,
and the question that has been put to him about the
description of a phenomenon, a hazard or risk level
assessment or the design of suitable protection works. The
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contribution may range from the design of prevention
measures to involvement in legal procedures (Fig. 4)
(Tacnet and Lacroix 2005).

Traceability is expected from users and decision-mak-
ers. In natural risks management, final decisions depend on
raw data quality (or imperfection) and sources reliability
(Fig. 5). The relation between all these steps from data
collection to decisions (Fig. 5), including information
imperfection must be described. The goal and challenge are
to develop methods that can represent, treat and capitalise
information quality in a reasoning process.
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Traceability, which describes the data flow across the
different reasoning processes, expert assessments and tools,
appears as a main requirement in decision-making pro-
cesses. For example, this traceability is required in stan-
dards related to expert process procedure description at the
national level (AFNOR 2003) as well as in an international
context (ISO 2009).

Moreover, expectations are not limited to technical
assessment and engineering-related decisions. In recovery
steps, when damages and injuries have occurred, magis-
trates are called to analyse the nature and quality of the
expertise procedure. Traceability as well as uncertainty,

aggravating possible scenarios are then considered as
essential and expected features of the expert assessments
(Tacnet and Lacroix 2005). Information imperfection
elicitation and the detailed description of any reasoning
processes are the main criteria considered by magistrates
(Fig. 6).

2.2 A dual decision-making context
Technical decisions, mainly related to risk analysis, are

only one part of the results expected from an integrated risk
management process. The integrated risk management
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framework is an extension of the classical risk analysis
traditionally based on a sequential assessment of hazard,
vulnerability and finally risk. This concept introduces
several types of feedback between technical assessments
and evaluation by the decision-makers (Fig. 7).

A clear difference must be made between two different
contexts corresponding to both the technical and man-
agement sides of decision-making corresponding to risk
appraisal (or analysis) and risk management, respectively,
which introduces social evaluations and choices to

technical decisions (Figs. 7, 8). Developing ad hoc deci-
sion-aid methods therefore require therefore first
describing the specific decision contexts and decision
levels.

In this context, the expert reasoning process itself can
therefore be considered as a partial decision process within
a more global decision framework. These expert assess-
ments can be considered as decisions (Merad et al. 2012)
based on imperfect information provided by more or less
reliable sources (Tacnet 2009).



2.3 Using ad hoc theoretical frameworks to represent
and process information imperfection

Any decision is closely related to information availability,
type, content and imperfection (or quality) (Dubois and
Prade 2006). Figure 9 summarises these information fea-
tures and describes in greater detail the four categories of
information imperfection selected. Information can be
objective (based on observed facts or measurements) or
subjective (based on human opinion or interpretation). Its
content can be either quantitatively measured by numbers
(e.g. numerical value corresponding to a physical variable)
or qualitative with reference to categories (“low”,*-
medium” etc.). The term “imperfection” is used instead of
“uncertainty”, often used in common language and
sometimes ambiguous in an attempt to differentiate
between the main types that we have extracted from the
numerous existing taxonomies.' Inconsistency relates to the
concept of conflict between sources (e.g. two experts argue
about how much snow might be accumulated by an ava-
lanche, about the possible paths of a debris flow on the
alluvial fan ). Imprecision corresponds to cases where
information is insufficient. This occurs when numerical
values are insufficiently known (e.g. “the volume of a
debris flows will be between 10,000 and 30,000 m>3”) or
when natural language is used to provide a vague
description of the system (e.g. “the snow deposit height
will be ‘high’“). Incompleteness represents a lack or partial
availability of information (e.g. “a flood event has hap-
pened on the 3rd of July, 1987, but no information exists
on its volume). Uncertainty relates to the relation between
the real state of a situation and the assessment of this sit-
uation (Helton 1997). It includes aleatory uncertainty (also
called irreducible, type A, stochastic, objective uncertainty
or variability) and epistemic uncertainty, which results
from a lack of knowledge of the system (also called sub-
Jjective, type B, reducible, knowledge uncertainty or igno-
rance). It is sometimes possible to reduce this epistemic
uncertainty by additional information in case of a priori
uncertainty (e.g. additional measurements could improve
knowledge of a potential landslide), while this is impos-
sible when information (and related uncertainty) is sub-
Jjective by nature (e.g. the probability of a meteor crash in
the next 10 years). Epistemic uncertainty can also derive
from information source reliability because the source is
not self-confident or because it may introduce errors (e.g.
“I think that the avalanche reached this point™).

These different types of imperfection are not exclusive:
one can be certain about imprecise information, uncertain
about precise information etc. To represent and combine all
these types of imperfect information and their possible

! See Parsons (2001) for a complete review.

combinations to take decisions for risk management, the-
oretical frameworks and specific integrated methodologies
are needed. Probability theory is obviously widely used in
the natural hazards context to represent uncertainty, but
somewhere fails to handle vague, imprecise, uncertain and
conflicting information correctly. In the context of natural
risks, different kinds of imperfection are encountered and
this requires seeking other alternatives to this classical
theoretical framework (see also Sect. 3.2). We therefore
review the theories that have been proposed to represent
the main types of information imperfection selected above.

Fuzzy sets theory (Zadeh 1965) represents vague infor-
mation and relates to an imprecise quantitative evaluation.
Fuzzy numbers are used to link quantitative values and
linguistic variables (Fig. 10).

Possibility theory (Zadeh 1978; Dubois and Prade 1988)
represents both imprecision and uncertainty using possi-
bility distribution. Instead of a single discrete evaluation,
several consonant intervals with increasing confidence
levels can be chosen: the wider the interval is, the more
confident the expert is in his evaluation of the criterion. On
the figure (Fig. 11), the source (an expert) provides an
imprecise and uncertain evaluation of the number of winter
occupants in a given area. He is only able to propose
intervals with confidence level: the expert has a 75 % level
of confidence that the number of occupants x will be in the
interval [8, 15], he is certain that the number x will be in the
interval [6,20]. This representation is used both in
advanced multi-criteria decision-making and in the hybrid
sensitivity approach (see Sect. 3.2) and advanced multi-
criteria decision analysis methods (see Sect. 3.3).

Evidence or belief function theory (BFT) offers a pow-
erful mathematical formalism (belief functions) to model
our belief and uncertainty on the possible solutions of a
given problem. It allows one to both represent the impre-
cision, uncertainty, conflict and ignorance of information
and to fuse information provided by more or less reliable
sources. Information fusion consists in merging informa-
tion stemming from several sources to answer questions or
more generally to make decisions (Bloch et al. 2001).

Evidence or belief function theory allows one to repre-
sent and fuse information evaluation provided by more or
less reliable and conflicting sources based on the same
hypotheses of a set called the frame of discernment,
denoted as © = {0y,0,,...,0,}. Each source s (e.g. an
expert) defines basic belief assignments (bba’s) denoted
m,(.). The hypotheses must be exhaustive and exclusive in
the Dempster—Shafer (DST) framework (Shafer 1976),
while Dezert—-Smarandache theory (DSmT) relaxes this
hypothesis and provides a versatile framework to represent
imprecise as well as vague concepts (Fig. 12). One of the
pillars of DST is Dempster—Shafer rule (DS) for combining
belief functions. The purpose of the development of
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Dezert—-Smarandache theory (DSmT) (Smarandache and
Dezert 2004—2009)2 is to overcome the limitations of DST
by proposing new underlying models for the frames of
discernment in order to fit the nature of actual problems
better, as well as new combination and conditioning rules
for circumventing problems with the DS rule, most par-
ticularly when the sources to combine are highly
conflicting.

Sources can be discounted with regard to their reliabil-
ity, which fits our decision context perfectly. Specific dis-
counting methods have recently been proposed to consider
importance and reliability in the context of multi-criteria
decision-making (Smarandache et al. 2010; Dezert et al.
2010; Tacnet 2009). The classical concept of expected
utility, used in decision theory, has been adapted within the

2 All volumes are freely available on the web.

evidential reasoning framework, using either a subjective/
pignistic measure called BetP{.} (usually adopted in the
DST framework) or DSmP(.) (as suggested in the DSmT
framework) as the probability function needed to compute
expectations. Usually, the maximum of the pignistic
probability is used as the decision criterion. The maximum
of BetP{.} is often considered as a balanced strategy
between the two measurements provided by theory for
decision-making: the maximum plausibility (optimistic
strategy) or the maximum credibility (pessimistic strategy)
(see Tacnet and Dezert 2012).

Finally, the risk management process can be considered
as a decision process largely based on heterogeneous and
imperfect information provided by several more or less
reliable sources such as expert assessments and numerical
modelling etc. Combining all types of information, taking
into account the reliability of the sources, evaluating and
propagating the quality of information are not part of
classical approaches for natural risk management. The
following developments propose an integrated approach
that combines new uncertainty theories, decision-aid
techniques, numerical modelling and GIS related to the
stages of risk management.

3 An integrated approach

New methods and different way of thinking natural risk
assessment are a complex framework that combines several
actors, different types of information and sources. New
decision-making aid methods are a way to help decision-
making and to improve traceability since they formalise
data as well as reasoning principles and processes. The key
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question is not only to obtain a result, but also to explain
how it was obtained (assumptions and information imper-
fection) in an objective and transparent way.

The development of an integrated risk management
process in contexts of imperfect information such as
mountain risks implies adapting these methodologies and
modelling the problem so that it complies with these the-
oretical frameworks. Description of the decision context is

the first obvious although trivial step in decision support
systems design. A combination of techniques ranging from
information imperfection representation to imperfection
propagation in numerical modelling is necessary but
requires adaptations. Information fusion and uncertainty
theories are used to gather information: fuzzy sets, possi-
bility and belief function theories are able to consider all
types of information imperfections such as vagueness,
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Fig. 13 Methods must be combined in integrated risk management

imprecision, conflict and uncertainty. When needed, they
supplement the classical probability theory. This section
describes how different theoretical and technical frame-
works are combined to contribute to risk assessment in a
context of imperfect information. The selected topics, part
of a global and integrated methodology presented below,
cover:

elicitation of decision contexts (Sect. 3.1);
propagation of information imperfection in numerical
modelling (Sect. 3.2);

development of advanced multi-criteria decision-mak-
ing methods (Sect. 3.3);

consideration of geographical features of decisions in a
context of information imperfection (Sect. 3.4);
capitalisation and traceability of reasoning processes in
information systems frameworks (Sect. 3.5);
application to a specific decision problem related to
protective structure effectiveness using dependability
analysis (Sect. 3.6).

Integration consists in using all these approaches for
technical decisions related to the expertise process
(Fig. 13).

In the context of natural risks in mountainous areas
(snow avalanches, rock-falls, debris flows), this framework
follows the thematic approaches from triggering to inter-
action with the objects and people at risk. Risk assessment
(Eq. 2) involves first identifying the phenomenon and the
triggering conditions (in the starting zone), secondly
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analysing its propagation (a mountain stream channel, an
avalanche path etc.) and finally its effects on people,
infrastructures and buildings located in the run-out zone.
Following the physics of the phenomenon from the top to
the bottom of the risk basin, several methods can be used.
A multi-criteria decision-making method is used to assess
the overall sensitivity of a given site (e.g. avalanche trig-
gering, sediment production potential). Numerical model-
ling is used to analyse the phenomenon’s propagation.
Economic approaches are used to assess risk and protection
strategy effectiveness. Dependability analysis is used to
assess protection works’ structural and functional effec-
tiveness. The results of all these stages depend on infor-
mation quality (or imperfection), which propagates from
one step to another. The principle is therefore to assess this
imperfection on raw data and processed data in order to
propose an additional information quality layer for each
part of the risk basin (Fig. 14). Risk maps corresponding to
the run-out zone are based on several (imperfect) infor-
mation sources related to vulnerability and hazard assess-
ment. A fusion process (see Sect. 3.4) is proposed to
combine imprecision, uncertainty and finally determine a
spatialised quality index for decision-making: thus, the
decision-maker has additional information on the confi-
dence that he can give to the result of combined expert
assessments and decision-aid methods. This information
quality layer contributes to supplementing the classical
technical frameworks with an information quality layer. In
hybrid numerical modelling (see Sect. 3.2), ranges of
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intervals of probability results can be interpreted as a
quality index (Fig. 18).

3.1 Description of decision contexts

The formulation of a decision support problem is expected
to result from co-construction (Roy 1985) with decision-
makers (experts, technical managers, public bodies, eco-
nomic actors, citizens etc.) providing, in such conditions, a
space for possible discussion and negotiation. To a certain
extent, the design process can be considered here as
important as the decision support system itself. Classical
natural risk assessment is a physically oriented approach
mainly based on hazard assessment. It implicitly assumes
that technical results are the imperative basis of all deci-
sions. In this context, methods and models are considered
directly as decision-making tools. Although they remain
essential to the whole process, it is an illusion to think that
they are sufficient. Moving from technical approaches to
actual complex decisions (Fig. 4) requires to develop
specific methodologies and us ad hoc tools to identify
precisely the decision contexts and propose decision-
making methods fitting to the users requirements and nat-
ural risks context specificity. Multi-criteria decision-mak-
ing methods are adequate to cope with difficult and
complex decision contexts (Figueira et al. 2005). The
global methodology is based on the identification of actors,
solutions, criteria, preferences and evaluation of results
(Fig. 15).

However, in practice, implementing this methodology is
not obvious. We present here an example dealing with risks

11

in the context of rail and/or road infrastructures and cor-
responding to the choice of risk management strategies
(Fig. 1). These strategies correspond either to active mea-
sures (building protective structures against natural haz-
ards) or passive measures such as the development of
rescue and alternative paths in case of rail or road closures
(Tacnet 2012). For example, the main characteristics of a
decision problem related to road risk management are
described: decision-makers, motivations for a decision, the
object of the decision (solutions, alternatives), the time
schedule of the decision (real-time, mid-term, long-term
decision) and the tools and methods used (Fig. 16).

3.2 Possibilistic imperfection propagation in numerical
modelling

Numerical modelling results are essential data to assess
hazard and evaluate the functional effectiveness of protec-
tion works such as dams and dikes. The issue is here to take
information quality into account more faithfully in the global
hazard assessment process. Sensitivity and uncertainty
analysis of models are well-known problems (Saltelli et al.
2004). One propagates the known uncertainty concerning the
input variables through the model, assessing the uncertainty
of the output variables (Figs. 17, 31). In most usual uncer-
tainty analysis approaches, the Monte Carlo sampling
method is used through density function based on statistical
samples and remains the most usual and successful theoret-
ical framework to represent and propagate uncertainty.

In practice, when no data samples are available to sup-
port an objective probability distribution, experts propose
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an evaluation of inputs as a set of nested intervals with
increasing levels of confidence. This can correspond to
assertions resulting from expert assessment such as: “we
are certain that this debris flow torrential flood has reached
this point... 7, “it is possible that the volume will be
between 20,000 and 25,000 m?...”. In this case, the choice
of a probability density function would presuppose, in case
of imprecise variables, that one adds some information and
gambles on the real distribution. To consider the different
aspects of information imperfection,

especially its

Spatial
extent
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imprecision, the “hybrid” method (Baudrit et al. 2006,
2005; Chojnacki et al. 2009) of uncertainty analysis is
used: the hybrid approach (Fig. 17) considers the real
imperfection of information resulting from expert assess-
ment. This methodology generalises, under some restric-
tive conditions, the usual Monte Carlo sampling method,
using the theories described above: probability theory,
possibility theory and belief function theory, used as

practical tools for coding imprecise probabilities (Dubois
et al. 2000).
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In the debris flows context, numerical models are used
to assess height, speed and extent of flow. The lave2D
model (Laigle et al. 2003) can model the extension of
debris flow described by its rheological features, its input
volume, the debris flows hydrograph and the local topog-
raphy (Fig. 17). The hybrid approach has been used” in the
context of a torrent test bed (Dupouy et al. 2012) to
propagate the different aspects of information imperfec-
tion, especially its imprecision (lack of information, mea-
surement inaccuracy) in numerical modelling.

The results (quantile of deposition heights, threshold
exceedance probabilities) show in each pixel (Fig. 18) the
influence of data imperfection including those resulting
from expert assessments on the simulation results and
therefore provide a practical way to assess the information
quality index.

The results correspond to intervals since input data were
themselves imprecise: they comprise intervals of exceed-
ance probabilities (e.g. the probability of obtaining a debris
flow height higher than 2 m) or the lower and upper bounds
of a quantile (e.g. the height that is reached in 95 % of
cases). The results are less precise than Monte Carlo
approaches using probability distributions values for input
parameters, but they correspond to actual information
available. The development and generalisation of such
approaches remain important challenges for risk managers
and decision-makers who may have to change their mind
about the use and limitations of models. The results must
be represented in a GIS to build maps. However, raw
results of such approaches are not easily understood:

3 Using the SUNSET software environment developed by IRSN.
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intervals of probability can be transformed into an infor-
mation quality index (Fig. 14) that will inform decision-
makers on the reality of information imperfection upon
which they may base their decisions.

3.3 Developing advanced multi-criteria decision-
making methods

Considering information imperfection in multi-criteria
decision-making, multi-criteria decision-making methods
(MCDM) have already been used in the context of natural
hazards (Merad et al. 2004), but most methods are not
designed to consider imprecision and uncertainty (Stewart
2005; Roy 1989). Several methods have been proposed to
consider information imperfection, source reliability,
importance and conflict, using the fuzzy sets as well as
possibility and belief function theories. Implemented
methods (Tacnet and Dezert 2012) consider information
imperfection in total aggregation methods such as AHP*
(Saaty 1980) (see the ER-MCDA’ methodology in Tacnet
(2009); Tacnet et al. (2010b)), partial aggregation methods
such as the Electre outranking method (see Soft Electre Tri
in Dezert and Tacnet 2012) or decisions in certain but also
risky or uncertain contexts (see COWA-ER® in Tacnet and
Dezert (2011)). For example, the ER-MCDA methodology
considers expert assessment as a multi-criteria decision
process based on imperfect information provided by more
or less heterogeneous, reliable and conflicting sources. This

4 Analytic hierarchy process.
5 Evidential reasoning-multi-criteria decision analysis.

S Cautious ordered weighted averaging-evidential reasoning.
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methodology has been applied to risk sensitivity assess-
ment problems.

Example of the ER-MCDA methodology, evidential rea-
soning and multi-criteria decision analysis (ER-MCDA) is a
methodology combining the analytic hierarchy process (AHP)
(Saaty 1980), a multi-criteria decision analysis (MCDA)
method, fuzzy sets, possibility theory and information fusion
using the belief function theory. Herein, we only describe the
method’s overall principle and its main advantages.

The first step consists in describing the decision-making
problem including identifying qualitative and quantitative
decision criteria (e.g. in Fig. 22, the sensitivity is assessed by
vulnerability and hazard, vulnerability is assessed by number
of occupants ). The decision hypotheses (e.g. low, medium
and high sensitivity levels) are the components of the com-
mon frame of discernment (€ = {HD;, HD,, HD3, HD4})
that are used for information fusion (Fig. 22). The classical
AHP aggregation process is replaced by a fusion process.
Each quantitative or qualitative evaluation of criteria has to
be projected into bba’s (basic belief assignment)’ corre-
sponding to the frame of discernment.

Quantitative criteria are evaluated through possibility
distributions representing both imprecision and uncertainty.
A mapping model based on trapezoidal fuzzy intervals,
denoted “L-R”, links a criterion evaluation and the decision
classes (low, medium, high). For each evaluation of a crite-
rion by one source, each interval of the possibility distribu-
tion is mapped onto the so-called common frame of
discernment of the decision according to surface ratios
(Fig. 19).

7 See Fig. 12.
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These mapped bba’s, denoted m(.), are then fused to
identify which hypothesis from the frame of discernment is
finally chosen (Fig. 20).

At the end of the mapping process, all the criterion
evaluations provided by each source are transformed into
bba’s according the common frame of discernment for the
decision: these bba’s are then fused into a two-step process.
The classical AHP aggregation process is replaced by a
fusion process (Fig. 21). The method has the major
advantage of dissociating imperfect evaluation of criteria,
combining several more or less reliable sources.

Starting from a classical hierarchy of criteria, the ER-
MCDA allows imperfect (imprecise and uncertain) evalu-
ations of criteria by multiple more or less reliable sources
(e.g. experts). These evaluations are fused together for each
criterion. The results of fusion for each criterion are fused
together to produce the decision profile (Fig. 22).

The method provides not only a single choice, but also
proposes a “decision profile” that informs on the infor-
mation quality level. The results provided by this method
are, in our opinion, already quite valuable for decision-
makers since they show how real knowledge influences the
simulation results. First, it is possible to check how con-
fident the sources were in their evaluations of each criterion
and second to identify the overall uncertainty related to the
decision (e.g. the choice of a sensitivity level) (Fig. 23).

3.4 Geographical features of decision-making
Different geographical decision scales ranging from local to

regional have to be considered. Specific decision support
systems (DSSs) are therefore expected to adapt the efforts
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involved to assess hazards, vulnerability, risk and protection
works’ effectiveness over the entire geographical area studied:
quick but inevitably simplified methods are required to iden-
tify and prioritise the most important zones to be studied with
detailed methods such as local numerical modelling. Global
and rapid methods are proposed to identify hot spots over a
very wide area (Tacnet 2012): these sites are then investigated
in detail at a local scale with specific dedicated methods
(Fig. 13). These methods are described with a special and
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innovative focus on the influence of information imperfection
(uncertainty, imprecision) on decision-facilitating methods
such as multi-criteria decision methods, numerical modelling.

Spatial information fusion extends the ER-MCDA
approach to spatial information with an application to
natural risks management problems (Tacnet et al. 2010a)
through a combination of available information provided
by different sources and to assess information quality
(Fig. 24).
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In a single framework, the methodology considers both
the uncertainty and imprecision of the spatial extent of
information (e.g. debris flows, avalanche extent) as well as
its attribute values such as quantitative values (height,
speed, volume etc.) or qualitative indexes (reached, not
reached). Imperfect information (spatial extent and/or
attribute values) is first represented in a GIS. For example,
we aim to determine a hazard level using the extent and
intensity of a debris flow event. Information comes from
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sources such as a historical database (imprecise, not fully
reliable), expert field analysis (based on an expert judg-
ment) or numerical modelling results (whose uncertainty
depends on input data quality). Information is represented
through vector and raster approaches. Geographical infor-
mation (spatial and attribute values) is processed to be
introduced in fusion calculation routines using Dempster—
Shafer (DST) (Shafer 1976) and Dezert—-Smarandache
(DSmT) theories (Smarandache and Dezert 2004-2009).



Fig. 23 The decision profile The method provides not only a single choice but also proposes a

traces information quality from “decision profile" that informs about information quality level
criteria to decision

Basic belief ‘ : For each criterion,
assignments |, . we can check the
(bba’s) I contribution to
06 s - the decision and
I the associated
04 1 uncertainty
> (quality level)
! S A 'mzusua'\\ A measure of
HD! HDA H.D.‘% HD4 @ uncertainty
The possible =  No~—  Low Medium  High (also for the result)
categories for “sengitivity ~ sensitivity ~ sensitivity ~ sensitivity

assignment

(decision classes) {NoS} [ {LS}EI {MS} {HS}m

L]

Risk level?  "Medium sensitivity" is the chosen (risk) sensitivity level | |

Fig. 24 Principle of spatial

i 1 =
fusion of sources in the risk . Criteria i i |._______.| i
Yy (considered as sources) .

management process - / N
/ Numerical },. *

___—Geomorphological|, / . story
e an;?ysisg + + modelling \/yinerability
B Vegetation
~~ Hydrology Kias
Photo-interpretation s
Reliability, importance, etc. of

Protection works

(effectiveness) sources (specific fusion rules are required)
\‘ Spatial
A GB — fusion

Multi-expert/multi- sources f | | process
context V1

/ |

- !
Risk level for each pixel (or zones) ?

e\ [ [ DI / l%[ ,
Example of a common frame of Low Medium High Uncertainty
discernment used in the fusion process

Advanced fusion rules (PCR rules, partial conflict redis-  dedicated information systems are an essential part of
tribution rules) (Dezert and Smarandache 2006) are used an integrated framework to collect information used for
instead of the classic Dempster fusion rule to obtain the  risk assessment, decision-making and management.
combined bba and to take decisions. Finally, we can spa-  Information management implies a continuous chain
tially represent not only hazard (or risk) level, but also a  from data field collection to risk management decisions.
confidence level based on the information quality used to  Information systems must be designed or adapted to

take decisions (Fig. 25). represent the pedigree of data flows (Fig. 26) with
respect to existing international standards (ISO 2005,

3.5 Traceability and information quality in information 2010).
systems Formal knowledge description is an important step for

traceability and quality improvement (Fig. 27). Informa-
Information systems are essential to capitalise expertise  tion systems and knowledge-based systems collect raw and
processes. In addition to decision-aiding methods,  processed information and are essential to formalise the

17



Fig. 25 Global methodology of

spatial information process @ GIS (information input) @ Impetecravaatation e linkinmaton hy Sostase

Quantitative data 5

[ 1

s i

P Spatial extent P
Preprocessing from GIS '

@ to fusion model (Raster to Matrix)

= .

Representation of decision
@ (intensity, risk level, etc.) with
imperfection level in GIS (6) @)

® E i
@Post-processing from fusion to decision @ Memalusionimedel

Elements of the frame of di of decish i Source 1 DSIT - ngpm fusion rule
(e.g. low, medium, high risk or intensity level)
o #p, Dy " HD, - °'L
Fuzzy 1 b e e o e O L
numbers or .
intervals ) Mapping : Source 2 DSMT - PCRS fusion rule

{mapping { B model ' =
maodel) o o I
B - ) z [ [} -— .
1 = Source 3
Basic befief i @
Assignment o
(bba) |

' z I:fS'i'. °D°S_r;T fusion rules

Fig. 26 Data flow from raw to Spatial approach
processed data, adapted from Processed e.g. avalanche scenario
Vidaud-Barral et al. (2010) Data /é,f—-—ﬂh_\ e
; eographic lioe ol (Reasoning)
Source — Primary e /4’ pples to'{ zone i Process

(measurement, data
expert opinion....)

e.g. snow-meteorological data, . Archive - " ©.g. snow
saved a avedas 99
observ?d effects... Database moisture

'l )‘.‘
£

Saved as /
v

" Input Zuse d byt (Reasoning)f| e Output
Z Data / - || Process : data
[ | . /
I
I

‘ashar ]
* ] traceability
I
/ e.g. kind of avalanche i (e.g. genealogy links, ISO 19-115)
e == Expert assessment k)
HIDEFHATON HNEATiaCHON process Information systems

available knowledge coming from all sources and to put  maximum phenomenon extensions (Bonnefoy et al. 2010;

information to good use for all decision-makers. Tacnet et al. 2013). Since it records past events, it is used to
We describe here an example of information quality  inform and educate people about the existing areas in

representation for a snow avalanches database. In France,

snow avalanches data come from the French Localisation

Map of Avalanche Phenomena (called CLPA in French, 8 gperated by Irstea for the French Ministry of Ecology, Sustainable

see www.avalanches.fr®) which provides information on  Development and Energy.
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mountainous regions, where avalanches have actually
occurred. This database integrates certain features related
to information quality description and use. The CLPA
records the widest limits of both observed and historical
avalanche events as well as past avalanches whose marks
remain visible in the field (mainly on vegetation). The
extensions of these observed avalanche phenomena are
therefore based on oral or written eye witness accounts of
events (proven information), and their consequences or on
the analysis of aerial photographs supplemented by field
analysis. In other cases, photo interpretation is used as
another information source (assumed information). On this
basis, CLPA has recently been updated to allow spatial
analysis based on avalanches limits: lines, corresponding to
successive inputs, have been transformed into polygons
(Fig. 28). It is now therefore possible to spatially combine
the extents with other objects corresponding to housing,
networks etc.

Spatial information on snow avalanches (CLPA)
includes its quality level: coding rules (Fig. 29) are used to
analyse the proven and assumed road exposure (Tacnet
et al. 2013). This information quality can be used in
recently proposed advanced spatial information fusion
methodologies (see Sect. 3.4).

3.6 Linking and adapting industrial and natural risk-
related methodologies

Mitigation actions are based both on non-structural mea-
sures such as land-use control and on structural measures
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Fig. 28 CLPA spatial zones including quality information (Tacnet
et al. 2013)

such as civil engineering protection works (Fig. 2). To
prevent or, at least, limit risks, protection works play an
essential part in reducing both the causes and effects of
phenomena. The analysis of the effectiveness of these
protection works is an essential stage of the risk manage-
ment process (Figs. 2, 13). Decision support tools are
needed to take into account both their structural state and
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functional effects on phenomena (stopping, braking, guid-
ing, diverting etc.).

Two limit states are usually studied in civil engineering.
Serviceability limit states (SLS) concern the components of
the structure and design functions that contribute to the
functioning of the structure (performance of the drainage
function for instance). In the field of dependability, reli-
ability is defined as the ability of a device to perform a
required function under given conditions during a given
time (Villemeur 1988). This notion reflects the perfor-
mance of functions although in our case, temporal concepts
are not clearly established. The ultimate limit state (ULS)
considers the performance of a structure to withstand var-
ious failure modes. The relevant functions are the functions
of resistance in relation to failure modes: this refers to the
concept of safety, defined in the dependability analysis, as
the ability of an entity to avoid the occurrence, under given
conditions, of critical or catastrophic events (Villemeur
1988). It therefore seems appropriate to use the methods of
dependability to study the works of protection against
torrential floods.

The concepts of dependability analysis, functional ana-
lysis and failure modes and effects analysis (FMEA), have
already been used in civil engineering especially for
hydraulic dams (Curt et al. 2010, 2011), to describe the
systems and analyse their failure modes, but they remain
quite new tools for the analysis of the effectiveness of
protection works. The classic concepts of dependability
have recently been discussed to assess the effectiveness of
works protecting against torrential floods (Fig. 30).

A methodology is proposed to elicit the expert reasoning
process and evaluate the danger level of the protection
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works (Tacnet et al. 2012). This methodology is based on
combined use of both dependability analysis, an emerging
technique for natural hazards domain traditionally used in
industrial contexts (Magne and Vasseur 2006), and uncer-
tainty analysis using ad hoc theories to take into account
the imperfection of information (Fig. 31).

The use of fuzzy logics is based on the existence of
gradual transitions between sets (Fig. 32). It is very relevant
for processing symbolic data provided by humana and can
combine different types of measures, including digital data
from sensors and symbolic data expressed by an expert.
Fuzzy intervals and possibility distributions are used to
assess the indicators that describe the possible failures and
the performance level of disposals. Indicators are defined as
information formalised so as to make its use repeatable and
reproducible (Curt et al. 2010). They provide indications on a
function performance. For instance, the “deflecting angle”
indicator participates in the assessment of the performance of
the “transmission hydraulic flow” function. In the second
step, the performance of functions is aggregated to assess
performance related to failure modes.

Their implementation is based first on a system descrip-
tion and on the proposal of indicators related to structural and
functional failure modes. Developments related to numerical
modelling are supplemented by expert analysis aiming to
identify qualitative failure sensitivity (Fig. 32).

4 Conclusion—discussion

Improving or inventing methods Information imperfection
cannot be separated from the numerous and successive
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decision processes involved in the risk management pro-
cess. One must accept this inescapable reality as a basis for
decision-aid methods development. Finally, the decision-
makers should be aware that, at every stage of the risk
management process, they should never accept and use a
single decision-aid method or method that does not con-
sider information imperfection. This paper has presented
several ways to implement this idea considering the key
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issues from decision context identification to developing
specific methodologies and using techniques ranging from
uncertainty propagation and multi-criteria decision-making
to information fusion.

Numerical modelling of natural phenomena is increas-
ingly used in the risk management process. Based on an
application to debris flow modelling, the “hybrid approach”
using possibility distributions appears to be a flexible tool for



Fig. 32 Quantitative
assessment of functional
failures based on fuzzy
indicators

Downstream
from a dam

Membershnp

Representation of expert

knowledge (functional aspect ) —

thanks to fuzzy intervals

Analysis of specific sensitivity on the longitudinal profile:
example of qualitative estimation of scouring

End of concrete

channel bed cover, /ﬁ

—

Increase of slope
— :
Erd o (erosion) D D
underground _‘
wqirs L i Slope reduction

(cause for deposition)
Grain size reduction

Linguistic variables

association

Moderate
scouring

Low
scouring

08 »—% - -

0.2 _;1\‘_-—-9—:-_-

0 03 1

Very low
scouring

Fuzzy interval L-R

Numerical
values

~

25 r
Scouring depth (in m)

4

Vel
A scouring depth of 1.4m belongs mainly to "moderate scouring”
category but also, to a lesser extent to "low scouring " category

eliciting expert knowledge. The results are helpful for spatial
hazard assessment, by quantifying the heights and extension
hazard. Instead of few results, we obtain a wide range of
simulations showing the influence of input data imperfection
on the results. Scientists, technicians and all the stakeholders
involved in decision-making should indeed remain aware
that any simulation model result closely depends on the
quality of the input data used. When knowledge of inputs
parameters is poor, they should very carefully consider the
decisions based mainly on numerical results. In our opinion,
a cautious attitude would consist in generalising ad hoc
uncertainty analysis when using numerical modelling,
especially when severe consequences are expected such as in
the natural hazards context. In ER-MCDA, multi-criteria
decision-making methods and information fusion have been
adapted to the specific context of natural risks management
including spatial applications. Information fusion, which can
be extended to a spatial context, is a versatile framework to
combine different information sources providing heteroge-
neous information. Multi-disciplinary convergence of
methods coming either from industrial or natural hazards
contexts has been explored: dependability analysis can be
combined with uncertainty theories and contribute to solving
key issues such as protection works effectiveness assess-
ment. However, validation of decision support systems
remains difficult because they are specifically designed and
developed to handle difficult cases where no obvious deci-
sions can be taken quickly. It is therefore important to
develop practical and formal validation processes at each
stage of an integrated methodology.

Does communication of imperfection information really
help decision-making? The previous developments clearly
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show the reality of imperfection information and propose a
global integrated methodology to consider it in expert assess-
ment and decision-related processes. The classical engineering
and technical approaches are supplemented and improved by
advanced decision-making methods and information imper-
fection propagation techniques (Fig. 33).

Information imperfection assessment in the decision
process is not new, and the role of experts has already been
emphasised (Ravetz 1999). However, consideration of
uncertainty and other forms of imperfect information in the
expertise process generates a double paradox for the trans-
mitter and receiver of expertise. Recognition and acceptance
of uncertainty are never easy. Therefore, if considering
information imperfection, such as uncertainty, is part of
scientific rigour expected from the expert, it can also be
interpreted as a sign of incompetence: this may suggest that
looking self-assured even when knowing that information is
imperfect should be the best solution to remain credible in
the eyes of decision-makers. From another point of view, a
decision taken on the basis of imperfect information is
obviously more difficult: the decision-maker may prefer to
rely on an external categorical decision rather than having to
choose within a wider range of possible, but imprecise and
uncertain outcomes (the extent of a phenomenon, a risk
protection level etc.). This clearly raises the question of
uncertainty and more generally imperfection perception
depending on the different communities and decision-mak-
ing contexts. Knowing what is unknown is important to take
decisions, but real-life applications are not so easy to
implement: how and how far should we finally communicate
about the information imperfections to really help rather
than complicate decisions?
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