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|. Introduction

1 Laser-induced fault injection — mechanism

* The inverter case
Sensitive area: reverse biased PN junction (drain of the off transistor)

laser => photocurrent => voltage transient (SET)
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|. Introduction

 Laser-induced fault injection — mechanism (cont.)
» Single Event Upset in a SRAM cell (51 csram)
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|. Introduction

 Laser-induced fault injection — mechanism (cont.)
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|. Introduction

 Laser-induced fault injection — mechanism (cont.)
» Single Event Upset in a SRAM cell (51 csram)
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[l. Fault model

d Fault model
= Bit-flip
V b i> b' = E Usually assumed

= Bit-set / Bit-reset

N
Bit-set ifb=0 i> b’ =1
fbo=1sb' =1

é > data dependent
Bit-reset | ifb=0—b"=0
ifb="1 i> b'=0

J
= Permits Safe error attacks (e.g. on the key registers)

= Provides additional information on the handled data c s



[l. Fault model

1 SRAM fault model
CMOS 0.25um — layout analysis

SEU sensitive areas:

 data dependent

‘ state 1 state O

Laser spot size:
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[l. Fault model

1 SRAM fault model
CMOS 0.25um — layout analysis

Laser spot size:

~ effect area

=> Consistent with bit-flip

TS
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bit-flip areas

= Combination of the two fault models?
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lll. Experimental results

 Experimental setup

Frontside injection

Wavelength: 1064nm (IR)
Spot size: 1um, Sum
Pulse width: 50ns, 30ps
Power: 0.26W, 0.42W

Scan steps: 0.2um
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lll. Experimental results

 Fault injection sensitivity map sram 5T 0.25um @1um
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* no overlap between bit-set
and bit-reset areas i
=> no bit-flips! l.
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lll. Experimental results

 Fault injection sensitivity map ucTRLRAM

8-bit uCTRL

CMOS 0.35um
target: RAM memory
6T SRAM cells

M; BL
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lll. Experimental results

 Fault injection sensitivity map ucTRLRAM
 Laser: J 1um/0.29W / 50ns

= fault model: bit-set/reset  (no overlap)
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lll. Experimental results

 Fault injection sensitivity map ucTRLRAM
« Laser: & 5um/0.29W / 50ns
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lll. Experimental results

 Fault sensitivity map (cont.)

» Picoseconds range laser source -« pulse duration: 30ps
* energy: 26nJ
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= fault model: bit-set/reset
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V. Model-based simulation of laser-induced faults

1 Electrical modeling of photocurrents induced in PN

ljunctions
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Sarafianos et al., Electrical modeling of the photoelectric effect induced by a pulsed laser
applied to an SRAM cell, Microelectronic Reliability
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V. Model-based simulation of laser-induced faults

1 Electrical modeling of photocurrents induced in PN
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V. Model-based simulation of laser-induced faults

 Simulation-based SEU sensitivity map of an SRAM
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=> bit-set/reset fault model confirmed
=> qualitative results (model developed for 90nm)
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V. Model-based simulation of laser-induced faults

 Simulation-based SEU sensitivity map of an SRAM
» \oltages and currents analysis explain the absence of bit-flips
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V. Conclusion

J SRAM fault model laser injection

The relevant fault model is bit-set/reset @1-5um / 30ps-50ns
On exp. and simulation basis

Only a few bit-flips (<1%) on yCTRL

 Perspectives

* More exp. tests (technologies, laser parameters)

» Extend laser effect modelization to picoseconds range
» Study of registers’ fault model similar or not?

= Consequences on DFA schemes
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V. Conclusion

Thank you for your attention

Laser benches open for academics on cooperation basis
Bring and test your own device

dutertre@emse.fr

18/18



