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Core ldea: Runtime Code Polymorphism

Definition
Definition | | | | m Regularly changing the behaviour of a (secured) component, at runtime,
Reg.ularly changlhng thz beh?wou.r ofla (secur.ed) component, at runtime, while while maintaining unchanged its functional properties
maintaining unchanged Its unctl_o:a properties _J What for?
cipher cipher . . . .
clear P clear P m Protection against reverse engineering of SW
text key text key . . .
m the secured code is not available before runtime
m the secured code regularly changes its form (code generation interval w > 1)
les I cipher J - les polymorphic ] m Protection against physical attacks
progrdm code generator cipher instance m polymorphism changes the spatial and temporal properties of the secured code: side
l channel & fault attacks
ciphered alea ciphered m combine with usual SW protections against focused attacks
message message How?
Default cipher scheme (static) With runtime code polymorphism = deGoal: runtime code generation for embedded systems

m fast code generation
m tiny memory footprint: proof of concept on TI's MSP430 (512 bytes of RAM)

Compilettes & deGoal in a Nutshell

Polymorphic Code Generation

static o runtime deGoal runtime capabilities
. gi} binary % binary Performed in this order
(:3, b 'é. E' register selection
r A - - -
o gg j § j !nstruct!on selectlo.n
X | instruction scheduling
: : HW description  data Adaptation to achieve runtime code polymorphism:
DESIGN ' STATIC ' '
. > | e OMPILATION TIME=> i —————RUNTIME—=—="> m Po.rta.ltbglty to very smaltl. processors and secure elements
Alm HLIMmited memory consumption

m Fast runtime code generation

m Modify kernel's binary instructions

maccording to the input data = Ability to combine with hardware countermeasures

. m Introduce alea during runtime code generation [1,2,3]
mwhenever needed at runtime .
m Polymorphism:

The deGoal framework builds compilettes a random mapping to physical registers [1]

A compilette is: m use of semantic equivalences [2]

man ad hoc code generator that targets one kernel minstruction scheduling [3]
minsertion of dummy operations [3]

maimed to be invocated at runtime

Example: polymorphic AES

Polymorphic  implementation of the

SubBytes function: Execution times (in cycles), over
void gen_subBytes( cdg_insn_t* code It BN 1000 :
(e =

, uint8_t* state_addr) LJFL =1 i J

‘,,,I | |

min  max average
reference 6385 6385 6385
code generator 5671 12910 9345

W V‘ M W yjh‘w '01 i M‘\ u m”* M* J'Wi .,*n Wl ‘*c ,ro)' i “'*"‘w .
: ‘ | ‘ polymorphic instance 7185 9745 8303

{
#[
Begin code Prelude
Type uint32 int 32
Alloc uint32 state, sbox, i, x, ¥y
mv state, #(state_addr)

nh)”tlh" Ml 'r'M *”lllthﬁ"ylr“' 4",||,V J"W. 'y ’MW" "{"L““\'”‘l" M | ‘ L

Impact of the code generation

mv sbox, #(sboxz_addr) Unprotected interval w: I 0y

mv i, #(0) I | | W 0

loop: Protected I IR US AW | AN 1 2.76  53.0%
1o x, ofstaters) /7 x i statels with code Wl Wmumm;.I.IW.UI.;W\.(}[\mlw.JlmumlmMlkuwum\isWNWMilWwwwwﬂll;\wm 5 150 18.4%
sb 2; ZS t a1S: e-cl)-}i{) >’< y // 'Z £ E.i fe T: i; . : i y poO Iym orp h i sm |,.,,”.'W,ﬂ"&".“\"‘f"“fm,wlu\mmunmmm.wmwmmﬂ"u'm.mmmn'mmmmmﬂrumr..'mmn'n.mwmmmw 20 1. 37 2. 1%
add i, i, #(1) ' | % | ? ].OO ].3]. 1].%
bneq loop, i, #(16) k: overhead vs. reference implementation

rtn : : :
g %: percentage contribution of runtime code
n .
14 generation to the performance overhead
¥
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